
SecPoint® Protector™ 

Experience the Ultimate Next-Gen Firewall with 
VPN and UTM Capabilities
In today’s digital era, the consequences of security breaches, downtime, 
and data loss are simply unacceptable. It’s imperative to ensure that your network 
is comprehensively shielded from any and all forms of harmful internet traffic.

www.secpoint.com

PROTECT YOUR NETWORK FROM SPAM, VIRUSES, PHISHING, 
MALWARE, RANSOMWARE, WEB SHELLS, AND ATTACKERS!”

l	Top rated UTM Firewall & VPN
l	Multi engine Anti Virus
l	Premier Anti Spam & User Quarantine
l	Block over 26 applications & web shells
l	Web filtering with group support
l	High speed Wireguard VPN
l	Comprehensive Data Privacy Menu
l	Block Malware, Exploits & Ransomware

l	Blocks millions of toxic IPs
l	Blocks undesired countries
l	Receive daily anti-spam user reports
l	Support for 2FA (Two-Factor Authentication)
l	Active Directory support
l	E-mail archiving for mail servers
l	Alert Center functionality
l	High Availability



Unified Threat Management
The SecPoint® Protector™ is a Unified Threat Management (UTM) network 
security appliance. It comes pre-loaded with comprehensive security modules

The SecPoint® Protector™ UTM Firewall, avail-
able as a high-performance 64-bit virtual 
solution or in Rack & SFF Appliance formats, 
offers comprehensive protection against both 
local and external internet attacks.

High Speed IPS
Leverage our updated high-performance 
throughput engine in the Intrusion Preven-
tion System (IPS) to block the latest zero-day 
exploits while maintaining optimal perfor-
mance. Experience built-in protection against 
exploits, malware, hazardous IP addresses, 
and data theft attempts.

Multi-Engine Anti-Virus Protection
The SecPoint® Protector™ boasts top-tier anti-virus in-
tegration, featuring both ESET & ClamAV. These engines 
meticulously scan all protocols passing through the 
Protector™ in both inbound and outbound directions.

High Availability
Ensure unparalleled stability and productivity with our 
High Availability feature, designed to prevent data loss. 
Benefit from a centralized point for backups and updates.

Blocks Millions of  Toxic IPs
Stay protected with daily updates that block toxic IP ad-
dresses associated with Botnets, Hacker Groups, Bullet-
proof Hosting, and DoS Targets.

Block High Risk Countries
Effortlessly block entire countries with a high-profile risk 
of attacks.

Cyber Security 
 is paramount for any organization

State-of-the-Art IT Security
The SecPoint® Protector™ is a 64-bit high-perfor-
mance UTM firewall appliance designed to safeguard 
your entire network from threats. It has been awarded 
a 5-star rating by independent test labs.

Universal Compatibility
The SecPoint® Protector™ is versatile, seamlessly 
integrating with any operating system or hardware 
device. This includes routers, Windows/Linux environ-
ments, mail servers, and IP telephones.

Integration with 
Active Directory & LDAP
The SecPoint® Protector™ offers a hassle-free installa-
tion process. It seamlessly integrates with existing MS 
Active Directory or LDAP servers, ensuring consistent 
application of user and group policies.

Best Professional Support
Our support is unmatched, boasting the industry’s 
fastest response times to inquiries. Rely on our top-ti-
er 24-hour support team for efficient problem-solving 
through remote assistance. 

Enhanced Security with 2FA
Boost your network’s security with our Two-Factor Au-
thentication (2FA) support.

Premier Anti-Spam Updates
Achieve the highest anti-spam accuracy and minimal 
false positives with our updated RBL and advanced 
anti-spam techniques. Benefit from individual user 
quarantine and daily reporting.



SecPoint® Protector™
Next Generation Firewall

Blocking Undesirable Traffic
Our anti-spam filter is precision-optimized, utilizing 
both RBL blacklists and a scoring system. Users can 
also configure quarantine options.

To prevent malware from infiltrating the network, the 
IPS module is in place. This module is capable of de-
tecting, identifying, and blocking outgoing infections.

If your system has been locally compromised by a 
virus or an exploit from sources like external media or 
an infected laptop the SecPoint® Protector™ will block 
outgoing attacks to ensure not spreading infections.

Web Filtering Group Support
Manage and dictate which websites can be accessed 
on your network. You can also customize a block page 
with your own logo and text for restricted sites.

Our expansive database is frequently updated and 
can block access to over 6 million sites. It supports the 
blocking of both HTTP and HTTPS websites.
Block pages using pattern matching to identify and 
restrict sites not already listed in the database.
Implement time-based policies, allowing different 
segments of the network to have access during des-
ignated time slots.

Prioritizing Data Privacy
The SecPoint® Protector™ is engineered to uphold the 
highest standards of privacy.

Our comprehensive Data Privacy Menu empowers you 
with full control, letting you decide who has access to 
your data.

User Mail Quarantine
With User Quarantine and daily reporting, users can 
manage their emails effortlessly.

•   Blocks  26 Applications

•   Blocks Millions of High-Risk IPs

•   Detailed Data Privacy Options

•   64-Bit High-Performance, Secure Design

•   Advanced Anti-Spam Filter with Regular Updates

•   Support for VMware Workstation/Player Virtual

•   Support for VMware ESXi Virtualization

•   Support for Microsoft Hyper-V, Azure, and G4L

•   Regular Vulnerability Scanning

•   Integration with Active Directory & LDAP

•   Advanced Firewall with Stateful Inspection DMZ

•   Bi-Directional Scanning with User Quarantine

•   Comprehensive Unified Threat Management 

•   Robust Country Blocking

•   Advanced Content Filter Control

•   High-Speed Intrusion Prevention System

•   Integrated Protection Against DoS Attacks

•   Dual Anti-Virus Solutions (ESET & ClamAV)

•   Google Two-Factor Authentication (2FA)

•   Comprehensive Mail Archiving

•   State-of-the-Art Firewall

•   Frequent Automatic Daily Updates

•   Transparent SMTP Gateway

•   Streamlined SMTP User Management

•   Support for SMTP SSL/TLS 1.3

•   SMTP Failover Mechanism

•   Web Filter Active Directory Group Policy

•   Web Filter & Mail Quarantine User Support

•   VPN Support: WireGuard and IPSec

•   Protection Against Malware, & Ransomware

•   High-Speed SMTP and Web Proxy Services

•   High Availability Support for High Uptime

•   Safe DNS Filtering block Applications

•   LAN Configuration Remains Unchanged

•   User-Friendly Wizard for Easy Setup

•   24-Hour Alert Center for Outbreak Alerts

•   Inclusion of SecPoint® RBL List

•   Daily Anti-Spam Report Deliveries

•   Capability to Block Web Shells

Features & Benefits
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Value Added Reseller(VAR) / Value Added Distributor(VAD)

               Best UTM Firewall & VPN

Block Both Exploits and Web Shells
Block Both Malware and Ransomware

Utilize Multiple RBL Lists, Updated Daily
Premier Anti-Spam with User Quarantine 

Multiple Anti Virus Engines
Block Phishing Attempts

Advanced Anti-Spam Protection with 
Updated Engines and RBL

    Block Multiple Applications
    Restrict Access from High-Risk Countries

    High-Speed VPN

Web Filtering Integrated with Active Directory 
Group Support

    Block Harmful Content
    Comprehensive Data Privacy Options

Internet/Extranet

High Speed
IPS Halts Exploits, 
Blocks Millions of 

Toxic IPs

Multiple Techniques 
to Block

Malware and 
Ransomware

Commercial & 
Open Source 
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Engines and RBL

Blocks Over 26 
Applications &
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    Comprehensive 
Mail Archiving

    High-Speed VPN

Web Filtering to 
Block Pornography & 

Harmful Content

    Support for AD & 
LDAP with Group 

Control     
Full Data Privacy

VALID TRAFFIC

- PHISHING
- VIRUS
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- MALWARE
- RANSOMWARE
- TOXIC IP ADDRESSES
- HARMFUL CONTENT
- EXPLOITS & WEB SHELLS
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SECPOINT® PROTECTOR UTM™ FIREWALL
 PROTECTS THE ENTIRE NETWORK
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P9 - 10-100

1U Rack Mount

P9 - 150-250

1U Rack Mount

P9 - 500-1000

1U Rack Mount

60w Power Supply 
AC/DC 100-240V  

Full Range

250w Power supply 
AC/ DC100-240V  

Full range

250w Power Supply 
AC/ DC100-240V  

Full range

250w Power Supply 
AC/ DC100-240V  

Full range
Power Supply

Operating: -20°C to 50°C 
Storage: -40°C to 70°C

Operating: -20°C to 50°C 
Storage: -40°C to 70°C

Operating: -20°C to 50°C 
Storage: -40°C to 70°C

Operating: -20°C to 50°C 
Storage: -40°C to 70°C

Environment 
Temperatures

10/100/1000 
Ethernet interfacesNetwork 10/100/1000

10/100/1000 
Ethernet interfaces

10/100/1000 
Ethernet interfaces

10/100/1000 
Ethernet interfaces

√Fully loaded UTM √ √ √

Are you ready Are you ready 
	     for the next step?	     for the next step?

ProtectorSecPoint® Protector™ Models >>

YesAutomatic database 
& software updates

Yes Yes Yes

Unified Threat Management
SecPoint® Protector™
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For detailed information on the SecPoint® Protector™, 
visit the webpage at https://www.SecPoint.com/protector.html
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